DOCID: 3984124

NAVvY DEPARTMENT
OFFICE OF THE CHIEF OF NAVAL OPERATIONS

WASHINGTON

gubjeet: Raport of meeting of Standi.g Coxmittee for
Coordinaticn of Cryptansalytiecal werk,

The {irst seeting of the Standing Coumxittee for
Coordinstion of Cryitanslytical Work was held in the Redlo
Intellisence Bection, Nevy Depertment, 2t 10100 a.g.,

*he fcllowing committse mewmbers wers prosents

Colonel Alfyed MeCormsck (altermate for
Colonel Carter Clzrke), reprﬁssntiag
the Army.

Comxander J. ¥ Wengsr, UBM, representing
the Xsvy.

¥ur, E. P. ColfTey, reprosenting the Ihderal
Burvee of Investigation,

Alsc attending were:

Colonel Frapnk ¥, Bulloeck snd
Nr, ¥. F. Friedsen, of °8D.

Lteutepant Commnnder A. Dy Kramer, of
the Office of Baval Inteilizence; and

Livutananx Coxnznder L. T. Jones, of
the Toast Quard,

The neeting aponad with & dlsouseion of the statns
tht GaIllttQQa I3 was peinted out that ac formsl notifie
tion Md besn peteived on tha xetion of the President 1nkrc§%rd
to the recosmendstion of the Joint Chiefs of gtuff, dated July 6,
»1’&3, #ﬂacusnﬁs: 1iﬂ£tat&¢n of crfyt;nnlytical ;ct%vitaos. éz RS
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. The question was reised as to whether or not the
sllocation proposed in the report of the conference referred
%o above was satisfactory. NMr., Coffey stated that it was, in
general, acceptable to the Federal Bureau of Investigation as
a besis on which to proceed; however, his agency had a very
definite interest in diplomatic communications in view of its
responsibility with regard to esplonage in the Western Hemlis-
phere, He further stated that the FPederal Buresu of Investiga-
tion was in a very favorzble position to assist in the diplomatic
rielé bsceuse of its contzcts in South imerica, whereby it was L
ot times possible to obtain coples of cryptographic pystems,

In answer to & guestion as to what the Federsl
Bureau of Investigztion wae dolng in the ciplomztic field,
Nr. Coifey stoted that it had for some time been werforming cer-
tain work on speciiic recuest of the St.te Department, He sald
that the results of the Federzl Burezu of Investigation's worx
were disseninated to interested offices, regarcless oI who they
mixht be .

The slloc-tion ¢f woTik on Westernu Hemlsphere elan-
destine material wsg then discussed. Lisutenunt Commander Jones,
of the Coast Ousrd, gave a brief survey of the work whieh ths
Coast Guard 13 now performing.s Mr. Coffey stzted that there ap~
peered to be eonsideradle Guplication but he was unable to supply
details, He asgreed to provide a list of clzndestine work being
undertaken by his egenty, and it was decided that a meeting of
the Pederml Rursau of Invastigstion and the Eavy representatives
would be held to arrange detaills of future coordinstion. Coti-
mander Wenger stz=ted thet, in principle, the Navy felt thst the
Ceosst Cuard should c-.ntinue carrying on worx in those systezs
which it hed solved. Iikewise, the Pederzl Bureuu of Investiga-
tion should c:ntinue work on those systems whieh 1t had steceeded
in sclving, As = worxing arrangement for the future, each sgency
should consulit the other before undert.iing zny new work, in
order to avoid duplicstion, znd would, upon solution of & nevw
system, ourry on the processing of the material, Ur. Coffey in-
dicsted occeptsnos of this rropossl, sne L1t was sccordingly adopted.

_ . ¥r., Coffey incuired as tc the agenties t& whom clane-
destine material wasz being disseminated, It wap expluined that the
dissemination of results was in the hunds 5 the Office of Raval
Intellizence and tha?t materisl was dissemin:ted to ¥BI, 88D, OXI,
and to the British 1if it ooncerned them., Mr, Coffey szid that en
sgrtqnsnt had been resched betvesn the British Security Coordina-
tion and the Federal Bureau of Investization by shich the latter
wag to aet as lisigon in all clmndestine metters., MNr. Coffey was
askef ocneerning the status of this agreement snd stuted thet, as
far a8 he knuw.»ég;vas binding enly on the Pederal Buresu of In-
vestigation and the British Beocurity Coordination,
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Commander ¥Yenger stated that s request hed mmtlr
. w received from the Commander, Rastern Ses Frontier, for utor-
: nhtton &s %o whaet action was besing taken to suppress cllnd'atino
somnnicstions from the Bast Coast to subexrines opsrating in the
“Atlantic, Nr, Coffey stated that the Federal Bursau of Investiga-

tion was making a systemsetic crosse~sectionsl study of commercis
broadcasts and was alsc ianvestiguting repcrted or slleged ezxses of
11lieit comrunications vin these nroadcssts. The committee felt
that some anction should be tuken t: countrol commerclial dbrosdessting.
It was agreed thot the Pederal Buresu =f Investigation, hevias been
alloczted responsibility for wory in thic fleld, shouvld jrepare s
tentative drart to De considerel by ths commitiee us =2 recnmmeada~
tion to be pubzitted to the Joint Chiefs of st=if for corntrol of
brouéensts,

The sucetlion of 2ilocuating the work on trade codes
vas next considered. 7The Xavy represantative rrotcsed, &3 & busls
for aliscussion, that:

(2) The Nevy undertake the work or Jspanese,
Gernen, sno Italisn enciplwred trzdle codes
begause oI their besaring on shippinge

(») The Peder:l Buriau of Investigation under-
¢ tzke work on the trude codes cf Epein,
France, cnd “crtngal, beczuse of their
poggidle use for clandestine coxmrunications,
end also the trzde codes of the Western Hem-
isphere recaume of that ggencytls responsi-
bility with regard t0 espionage in that area.

{e) fThe Army undertake work on all othars.

¥re Coffey suggested that, 25 abllity to read ordivary
trade communications depended largely on whether or not the codes
wverse available, the simplest plan for hindling these communications
was for the zgency which held the codes to process the msteriel,
These two proposals were eccepted by the committee, and it was sgreed
that to facilitste the zllocation of unencighered tride ocode megsages,
each sgency would supply the others with & list of the trade codes
which it held,

The prodlem ¢f hzndling decrvpted materizl was next
disousseds, Iiecutenant Comm:nder Xramer pointed ocut thet material
from the Federal Buresu af Investigztion was frequently routed
to the regular msil rcoms and got into the hands of rersons who
were not ordinzarily prermmitted to see this material, It was z2lso
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pointed out that materizl which the Arery anc the Navy classify -
a9 SECRET i ordinarily stamped CONFIDENTIAL by the Federcl :
Bureau of Investigation and receives treatment accordingly.

To improve securlity in the handling of deerypted material, it was
suggested thet the Federzl Burezu of Investigetion stamp such
aaterial SECRET and that it be delivered to the Radio Intelligence
fection and HIS instezd cof to the Office of Kavel Intelligence
#sll room, as hus been the practice in the just,

, Cormandes Wenger raised the quection &5 to the
monner of dexling with certalin injuiries such 8 hove, from time
te tire, been mazde by the Federzl Buresu of Investigstiorn with
regerd to results being obtained or intercepted wateriasl. He
pointed out that recently a letter hed been received Trom the Fed-
eral Bureiu of Investigstion neiiny whether or not tihx zmsterial
enclosed was being rod by the ¥ vy. THe explained th:it the Army
apd the Navy hud for some tire worked on the principle that in the
interest of security no inforsition sheuld be glver out regarding
results of cryptanalysls on systems for which one or the other had
been macde solely responsible, It wze felt that this same rrine
ciple should apply in the relations amorg the Federzl Bureau of
Investigation, the Army, ané the Navy., Nr. Coffey stated that the
Federal Burssu of Investigation considered thut when materiasl was

subzitted to th:t ugency for examination, it had a definite raspon-

$iblility to see that the materisl was processed by the agency re-

sponsible for it or to uxiertske the work itself, It wss, therefore,
necessary to know whether or not the Army sand the Navy were rezding
the materiual zbout which it inguired, He stzated, furthersore, thst

unless thisg rrinciple were aceepted by the Army andi the Havy, it
would be futile to try to arrive at sny prorer coordincotions The
Argy reprosentutives supported the Navy'!s contention and, after
some digcussion, ¥r. Coffey conceded that cuch case could properly
be decided upon its own merits end that some workadble arrangement
could, ns doubt, be effected,

It was suggested thet the distributlon of rew material

to the three sgencieg would probably be faecilitated if the various

intsrocept sgencies could be informed a8 to the alloc:tion agreement,

znd ths committee declded that setion should be taken to so inform
these intercept sciivities,

Susmary of sgreesontss

‘le Allocatlion of work a3 recoammended in the report
of the conference appointed to study allocation
of cryptanalysis, dated June 30, 1942, to be
accepted as the basls for initisl coordinstion,
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Z, Regurding Western Hemisphere elcndutiim:

(n) Ravy (CG) to comtimme working on systems now
being recd by CG.

(b} ¥BI to continue warking on systems now being
read by FRI,

(¢) HNew gystems - to be eonsultation hetwesn the
twn agencies before begirning work theresn,

(d) FBI to furnish list >f systems it ir now resxding.

3. MNavy and Federal Buresu of Investigetion to econfer
' further in det:zil oan coordinetion of work on Wastern
Eemigphere clendestine =sterlal.,

L. Pedersl Puresu of Investigation te prepafe regomTendpe
ticns concermping control of commercizl broadecmsts for
sudbwiisgion by the comxmitiee to the Joint Chiefs of Etaff,

5« Work on encipnered trode codes to be allocuted xs
followss

HeVY¥oegeonasssnnsae = Jﬁ?&mu, Ger'.s:m, sné Italien,

Pederal Bur:-wu of :
Investigstion..... - Bpanish, French; Portuguese,
end ¥estern Hemisrhere.

w...o-o-o-o-.-c ‘illlOthEI‘St' §

6,° Work on unenciphersd trade materiel to be performed :
by agensy holding code, : ;

7. All ageneies to provide each other with lists of
" commercial occes on hand,

8¢ Pederel Bur&au of Iﬂ?%attgation to stamp materisl
SECREYT and dellver diroﬁt to the Rnﬂio Intelligence
Bection gnd 8!8..

9. Inatructions to bl tssued to intersepting a gencien
&3 to ths asllocation of uork to fscilitate elivery
of muterial,

€1, Flired WcCormack (Army) ToRdF. 7. T wenzer, USH (Favwyy

)
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‘Enclosure

July 8, 1942

KIMURAST POH TEX DILIOTOR ¥ *BY BUIEEDS

I «a smalosinmg s copy oF 2 semorsking reeeived
tod.y rrom the Chlef of Btar? sod the Commsnder-in-
Ghlef of she U, B. 7laat, I wgreo it them.

Wi'l you plewes onve the oroper instrustliong

jzgued 4lacontisuing the eryrtanulytical units

{z the offfcex orf tue Dirsetor of Cagscrehip,

Lue Fedsrul Couxesiceiions Ccemission ans the
Btratexio Bervices. XF you ars syare aof »ny

other sgensiss having servioge of this cheraster, ¥il}
you pienge heve thuse dlecontinus? alss,

7. s Be

R e o

OV

.t ek e e TR C T

g .
PR
o
,
-
PR
. -,
- - - %
JRUEIREE




